Remote Access from Home

Please follow this guide to log you into the remote access server from home.
Windows 10 & Windows 7 Setup guides from pages 1 to 10
For Mac you will need to download an app ‘Microsoft Remote Desktop’ — RDP. Instructions are from Page 11

Please note: Do not copy and then paste the server address in to the remote desktop connection
computer name — Please TYPE it out.

Windows 10 — Remote access from Home

Please type in ‘Remote Desktop’ in the ‘Search the web and Windows’ box right next to the Start Button — it
looks like a square flag, as shown below
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Click on the ‘Best Match’ being the ‘Remote Desktop Connection’ icon

The following window will appear:

B Remote Desktop Connection = >

| Remote Desktop
“>¢) Connection

Computer: | Exzmple: computer fabrikam .com w

User name:  Mone specified

The computer name field is blank. Enter a full remote computer
Name.

(= Show Options Help

Please type in ra-rdp01-mib.angliss.vic.edu.au like below. You will have to click on ‘Show Options’ to
type in your username. The username should be set to: WAI\

% Remote Desktop Connection — >

| Remote Desktop
“»¢) Connection

General Display Local Resources  Experence  Advanced

Logon settings
p L Enter the name of the remote computer.
L
| Computer: | ra+dp01-mlb.angliss vic.edu.au e |
User name: || |

You will be asked for credentials when you connect.

[ ] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
] saved connection.

Save Save As... Open...

(@ Hide Opiors e




Please add the following into the ‘Advanced tab’ and click on the settings option from the ‘Connect from

anywhere’ option.

| Remote Desktop
») Connection

General Display Local Resources Experience Advanced

Server authentication

@ Server authentication verfies that you are connecting to the
= intended remote computer. The strength of the verfication
required to connect is detemmined by your system security
policy.

LS5

if server authentication fails:
Wam me ~

Connect from anywhere

i,

Configure settings to connect through Remote Desktop
) Gateway when | am working remotely.

Settings...

4 | Hide Options Connect Help

& RD Gateway Server Settings

| Remote Desktop
») Connection

Connection settings
() Atomatically detect RD Gateway server settings
(®) Lse these RD Gateway server settings:

Server name: |rdp-gateway.angliss.edu.au

Logon method: Allow me to select later

[] Bypass RD Gateway server for local addresses

(C) Do not use an RD Gateway server

Logon settings
User name: Mone specified

You will be asked for credentials when you connect to this RD
Gateway server.

Use my RD Gateway credentials for the remote computer

Then click on the ‘Ok’ button to get you to the previous window.

Click on the General Tab, click ‘Save As’ and save to a location of your preference. This will save it so you can

double click the icon for future use.

B Rernote Desktop Connection -

| Remote Desktop
») Connection

General

Display Local Resources Experience Advanced

Logon settings
5 L Enter the name of the remote computer.

-

Computer: |ra-rdp 01-mlb angliss vic.edu.au w~ |

User name: || |

You will be asked for credentials when you connect.

] Allow me to save credentials

Connection settings
Save the cument connection settings to an RDP file or open a
saved connection.

Save Save As.. Open...

4 | Hide Options




Once you have done all of this, click on Connect and you should be prompted for a username and password
as shown below.

Windows Security *

Enter your credentials

These credentials will be used to connect to ra-rdp01-
mlb.angliss.vic.edu.au.

wallpetery

I:l Remember me
Maore choices

(0] 4 Cancel

Tick the ‘Remember my credentials’ option, so you never have to type in your password each time.

You also may get the following Window, if it’s your first time on the server:

This problem can occur if the remote computer is unning a version of
Windows that is earier than Windows Vista, or if the remote computer is not
configured to support server authentication.

For assistance, contact your network administrator or the owner of the remote
compuer.

[~ Dont ask me aqain for connections to this computer

Please click the option ‘Don’t ask me again for connections to this computer’ and then click on the ‘Yes’
button.
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Once connected, your screen will look like the following: If you click on the start button, and then click on

This Computer you should be able to see all network drives:
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Windows 7 based instructions

From your computer, please click on the ‘Start Button’ which on Windows 7 is a rounded Windows flag, like
below:
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Please click on the ‘Remote Desktop Connection’ icon. Once you have clicked on the icon, the following
should appear:

-
B Remote Desktop Connection - :

Remote Desktop
») Connection

I Comprer: Example: computer fabrikam.com v
Username: None specifiec
The computer name field is blank. Enter a full remote computer

' rame.

f: Show Options [ Connect ] [ Help ]




Please type in ra-rdp01-mlb.angliss.vic.edu.au like below. You might want to click on ‘Show Options’
to type in your username. The username should be set to: WAI\

& Remnote Desktop Connection — *

| Remote Desktop
»¢) Connection

General Display Local Resources  Experience  Advanced

Logon settings
P L Erterthe name of the remate computer.
|
! Computer: |ra-n:||:u 01-mlb.angliss. vic.edu.au w |

lser name: || |

You will be asked for credentials when you connect.

] Mlow me to save credentials

Connection settings

Save the cument connection settings to an ROP file or open a
i saved connection.

Save Save As... Open...

(~ Hide Options Help

You also have the option to save the connection to be used next time. l.e. click on the ‘Save As’ option and
place the connection on the desktop.

Please add the following into the ‘Advanced tab’ and click on the settings option from the ‘Connect from
anywhere’ option then click on the Ok button to get you to the previous window.



| Remote Desktop
») Connection

General Display Local Resources Experience Advanced

Server authentication
@‘J Server authentication verifies that you are connecting to the
LB intended remote computer. The strength of the verffication

e required to connect is determined by your system security

policy.
if server authentication fails:
Wam me v

Connect from anywhere

L"_ Configure settings to connect through Remote Desktop
¥

Once you hit the connection tab, a Password box should appear. Please place in your password.

B RD Gateway Server Settings

| Remote Desktop
») Connection

Connection settings
() Automatically detect RD Gateway server settings
(®) Use these RD Gateway server settings:

Server name: rdp-gateway angliss.edu.au

Logon method: Allow me to select later

[ Bypass RD Gateway server for local addresses

() Do not use an RD Gateway server

Windows Security

Enter your credentials

mlb.angliss.vic.edu.au.

petery

These credentials will be used to connect to ra-rdp01-

wal\peterv

D Remember me

Moaore choices

*

Gateway when | am working remotely . Logon settings
Settings... User name: None specified
*You will be asked for credentials when you connect to this RD
Gateway server.
Use my RD Gateway credentials for the remote computer
Cancel
| Hide Options Connect Help

QoK Cancel

Tick the ‘Remember my credentials’ option, so you never have to type in your password each time.

You also may get the following Window, if it’s your first time on the server:



L&E Remote Desktop Connectio

k:‘\) The identity of the remote computer cannot be verified. Do |
/ you want to connect anyway?

This problem can occur if the remote computer is unning a version of
Windows that is earier than Windows Vista, or if the remote computer is not
configured to support serverauthentication.

For assistance, contact your network administrator or the owner of the remote
compuer.

[~] Don' ask me aqain for connections to this computer

Yes | f_ Ne |

Please click the option ‘Don’t ask me again for connections to this computer’ and then click on the ‘Yes’
button.
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Once connected, your screen will look like the following: If you click on the start button, and then click on
This Computer you should be able to see all network drives:
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For Mac

Please download the ‘Microsoft Remote Desktop’ APP from the Apple store. Once it is installed, the app
should look like this:

Microsoft Remote
Desktop

Please click (Or double click) on the app to open in it up. To complete the remote desktop session, please
click on the ‘Add PC’ button (Below the statement - Add your first connection to get started).

Add your first PC connection
1o get started.

Once you have clicked on the ‘Add PC’ button the following shows up:
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Add PC

PC name: ||

User account: | Ask when required

Display  Devices & Audio

~
w

Folders

Friendly name:

Group: Saved PCs

~
w

Gateway: Mo gateway

~
w

+| Bypass for local addresses

Reconnect if the connection is dropped

| Connect to an admin session

| Swap mouse buttons

Cancel

Under ‘PC Name’ please place the following:

ra-rdp01-mib.angliss.vic.edu.au

Add PC

PC name: |ra-rdp01 —mlb.angliss.vic.edu.ad

User account: = Ask when reguired

Display  Devices & Audio

Folders

Friendly name:

Group: Saved PCs

Gateway: = No gateway

~
W

+'| Bypass for local addresses

Reconnect if the connection is dropped
| Connect to an admin session
| Swap mouse buttons

Cancel

Add
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Please change the ‘User Account’ option to the select ‘Add User Account’, it should look like so:

Add a User Account

Username: |

Password:

Show passwaord

Friendly name:

Cancel

Please place in your username and password. Please note the username should have WAI\

Please click on the ‘Add Button’. Once it is completed it should look like so

Add a User Account

Username:  wai\peterv

Password:

Show password

Friendly name:

Cancel Add

This should now take you back to the start of the Add PC option.

The next step is to add in the gateway.
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Add PC

PC name: | ra-rdp01-mib.angliss vic.edu.ay |

User account: = wai\petery

m Display  Devices & Audio  Folders

Friendly name:

Group: Saved PCs
Gateway, v No gateway ,

Add Gateway...

Reconnect if the connection is dropped
| Connect to an admin session
| Swap mouse buttons

Cancel Add

Please click on ‘Add Gateway’. Please type in rdp-gateway.angliss.edu.au

Add a Gateway

Gateway name: |rdp-gateway.angliss.edu.au

Friendly name: ||

@ |

User account: Use PC User Account

Cancel Add

You can place a ‘Friendly name’ if you chose but preferably leave it blank.

Under ‘User Account’ select the account you created before.

14



Add a Gateway

Gateway name: | rdp-gateway.angliss.edu.au

Friendly name: || |

User account: | wai\peterv

Cancel Add

Please click ‘Add’ button to finish off this process

Add PC

PC name: |ra—rdp01—mIb.angliss.\ric.edu.ad |

User account: | wai\peterv

m Display  Devices & Audio  Folders

Friendly name:

Group: | Saved PCs
Gateway: | rdp-gateway.angliss.edu.au

Bypass for local addresses

Reconnect if the connection is dropped
| Connect to an admin session
| Swap mouse buttons

Cancel Add

Next please click on the ‘Add’ button to complete the Add PC option

15



Microsoft Remote Desktop

% v+ v PCs Workspaces (o]

-

ra-rdp01-mib.angliss.vic.edu.au

oo
oo

1PC

Now once that is place, please click on the new PC connection.

The following should appear:

=% i =)
[ ]
Connecting to
ra-rdp01-mlb.angliss.vic.edu.au
Configuring gateway...
Cancel

A certificate error will come up — please click on the continue button to proceed

T

- You are connecting to the RDP host "ra-rdp01-mib.angliss.vic.edu.au"™. The
certificate couldn't be verified back to a root certificate. Your connection

m may not be secure. Do you want to continue?

Show Certificate Cancel

You should now be connected and logged into the server
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@ Microsoft Remote Desktop Edit Connections Window Help X = o« 96%@ Fri7zzd0am Q @ =
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You should be able to do all your work — check email, use skype for business, and check all network
drives that you are entitled to.

To disconnect from the server, the best option is to click on the start button and then the power
button option and click on the disconnect option

Applications

2 Access2016

i
Adobe Reader Xl X g o ] P g

Excel 2016 Outlook 2016

PR pdl VE |

CutePDF Writer Project 2016 Publisher 2016  Word 2016

chris21

Content Manager

EndNote q

Excel 2016 Google Chrome

Google Chrome

Intemnet Explorer

My This PC
~
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This will take you back to the start of the remote desktop app:

Microsoft Remote Desktop

@
= | % v+ v PCs Workspaces Q

ra-rdp01-mib.angliss.vic.edu.au

Thank you!
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